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Restrict Permissions on the Executables that Run Visual Basic Scripts (VBS) to Prevent Users from Launching VB Scripts and VB Script Viruses

Search for the files wscript.exe and cscript.exe (normally in system or system32 directory).   Right click on the file (in the Find Window or Explorer), and select Properties, select the Security tab, select Permissions.  Set the permission for all instances of wscript or cscript files to No Access.  This will prevent any VBS (Visual Basic Script), JS (Java script), or SHS file from running. The other option is to simply delete the files WSCRIPT.EXE and CSCRIPT.EXE from the system.  If you choose to make it read only, make sure you select SPECIAL ACCESS - and only select only READ.  Selecting the PERMISSION READ (as opposed to SPECIAL ACCESS) gives the user EXECUTE permission.  "Read Access" gives you Read and Execute permissions. Selecting "Special Access" allows you to remove the execute permission.    
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HOW VB AND JAVA SCRIPTS WORK

A VB or JAVA Script is a plain text file.  The VBS or JAVA file extensions are associated with the executable file WSCRIPT.EXE or CSCRIPT.EXE.  CSCRIPT.EXE is the command line version of WSCRIPT.EXE.  WSCRIPT.EXE is used to run the script by passing it to the appropriate DLLs.  VB and JAVA scripts need the file WSCRIPT.EXE (CSCRIPT.EXE) to run.  They call this program to execute the script, just like a .pl extension file (a Perl script) calls Perl to run a Perl script.  Internet Explorer 5 and Windows Scripting Host install these files into the \System32 directory, as do some other applications.  Simply go into Explorer and search for WSCRIPT.EXE and CSCRIPT.EXE on all your local drives.  This does not prevent VB or JAVA scripts from running in Internet Explorer or other applications, as they have their own internal calls directly to the DLLs that handle script execution, and do not need the WSCRIPT or CSCRIPT executables to compile and run script files.   

HOW TO PREVENT VB SCRIPTS (AND VIRUSES SENT AS VBS ATTACHMENTS) FROM EXECUTING

In order for a VB, JAVA or SHS (shell script or "scrap" file) script to run, it must have access to the executable file WSCRIPT.EXE or CSCRIPT.EXE.  Remove access to these files, and the VB or JAVA script cannot run.  Setting access to the wscript and cscript executables to administrative only special access, read only (make sure to use special access and remove the executable permission, the users  don't even get read access), or just delete them altogether.  Deleting them does allow for the possibility of someone copying them back on with full access though, that’s why I prefer to restrict access.

An interesting aside with the SHS extension is that it does not appear in file name displays of any kind, including display in Windows Explorer.  For example, when viewing the attachment in email, LIFE_STAGES.TXT.SHS only appears as LIFE_STAGES.TXT, representing itself as a simple text file.  But due to the SHS extension, it will invoke a call to the script launching files wscript.exe or cscript.exe.  This is a registry setting on the file type, and can actually be set for any file extension.  Remove the value to display extensions.  Looking at the VBS file registry key (at the end of this document), it won’t be long before someone copies these attributes to any file extension (.jpg or .txt for example, including the display icon value, to make it look like a normal jpeg or text file), sends a script file with the extension jpg or txt, launching another round of viral infection.

The below entry hides the file extensions in any Windows display:

REGEDIT4

[HKEY_CLASSES_ROOT\ShellScrap]

"NeverShowExt"=""

Simply deleting the file from the system will obviously prevent it from being executed.  Restricting user rights to this file can also prevent users from running it.  Set access to NO ACCESS and this will prevent the specified users from running the file.  Set access to SPECIAL ACCESS – READ ONLY, and the file cannot be called to execute a script. 

BEWARE THAT SETTING THE READ ACCESS PERMISSION ALLOWS THE USER TO EXECUTE THE FILE.  READ ACCESS GIVES YOU READ AND EXECUTE PERMISSIONS.  YOU MUST SELECT SPECIAL ACCESS AND SET IT TO READ ONLY, MAKING SURE EXECUTE IS DE-SELECTED.  OR, SELECT NO ACCESS TO COMPLETELY DENY ACCESS TO USERS.  

The Rights restrictions can be accomplished in many ways:

The simplest and easiest way is to DELETE the file from the system, but this is less secure.  

Using a "system policy" for "users", EXCLUDE wscript.exe is from the "run list", and a "user" mode process cannot call wscript.exe to run a VB script or virus.  Policies can be set for NT and 95/98.  See the Operating System documentation on how to create Policies.

Use Explorer as described above to set file permissions.

Use the CACLS.EXE utility to set user rights.  CACLS.EXE is a command line utility installed as part of NT in the SYSTEM32 directory.  Cacls sets user permissions to files.  Below is the command that sets the file's permission to No Access.

%systemroot%\system32\cacls.exe %systemroot%\system32\wscript.exe /g everyone:N < yes.txt

The above command will prompt you to confirm you want to replace ALL user permissions with the single one specified above.  You force the response to be Yes by creating a file called  yes.txt    At the command prompt, type "edit".  This will open a new file.  Simply type y and then hit enter. Save the file as yes.txt.  Using the "<", you can pass the yes response (y) to the file and it will execute automatically. 

This will set permissions to No Access for "Everyone", preventing everyone, including the system and administrators.  Thus no one will be able to run a VB Script or VB Script virus.  Below is the code for a batch file that will copy Cacls.exe if it does not exist, and run it to disable the wscript.exe file.  Call it WSCRCACLS.CMD.   Simply copy the files cacls.exe and y. to the directory WSCRCACLS.CMD is in.  This file will not set rights on wscript.exe in any location other than the system32 directory.  You can now run this from a login script, as a service, or push via an SMS like product.  

copy cacls.exe %SystemRoot%\system32\

copy y. %SystemRoot%\system32\

%systemroot%\system32\cacls.exe %systemroot%\system32\cacls.exe /e /g "authenticated users":r

%systemroot%\system32\cacls.exe %systemroot%\system32\yes.txt /e /g "authenticated users":r

%systemroot%\system32\cacls.exe %systemroot%\system32\wscript.exe /P everyone:N < yes.txt

%systemroot%\system32\cacls.exe %systemroot%\system32\cscript.exe /P everyone:N < yes.txt
Since Win95/98 have no user level security, you may have to delete it from the system.  You can set "Policies" in Win95/98, thoroughly test this before relying on it as a way to prevent access to the wscript.exe executable.

WHY THIS PREVENTS THE VIRUS (VB AND JAVA) SCRIPTS FROM RUNNING

A user opening an email and double-clicking on a ".vbs" attachment would launch it in a "user" mode process (with "user" rights).  If the "user" does not have rights to run wscript.exe or cscript.exe, this would prevent the VB script/virus from launching.  In fact, if a user is infected with love-letter and the virus is running, you can go to task manager, kill the wscript.exe process, and this will stop the viral process from continuing.  Since the love_letter virus re-starts every time you re-start your system (it adds an entry to the registry to do this), you could continue to kill it in this manner.  Thus, don't give the user "execute" permission to the wscript.exe file and they can't launch the virus.
The MS products have incredible functionality that very few people are familiar with or even use very much.  This includes VB Script, but also HTML format email messages, in which I can embed malicious code (ActiveX, VB script, or HTML), and perform the similar processes as love_letter, and the user doesn't even have to open the message, simply previewing it can cause this to happen.  With the Melissa virus, macros are also a similar threat.  We now add VB scripts to this class.

One way to fix the VB script problem is to simply remove the wscript.exe and cscript.exe files from users' systems (if they aren't using it as part of their business needs).  If they need it, then it can be added back in.  I don't know how tightly it is integrated with IE5, but IE5 does not need it to operate.  Minimal tests have shown that IE5 will still run VB Scripts in web pages, even when the wscript.exe is missing.  You can also create a policy (or restrict file permission rights) so that a regular user does not have permission to execute the wscript.exe and cscript.exe programs.  This will stop not only love_letter, but any VB script "virus" that comes along next.

This presents an extremely significant threat, as variations on this, now that the code is so wide spread, are eventually bound to crop up.  But, this particular threat can be eliminated quite easily as described above.

Evaluate your user community need for the use of VB scripts in your organization for Exchange, Outlook, and DMS, then you can determine if the above actions will benefit your organization.

VB Script File Registry Key

REGEDIT4

[HKEY_CLASSES_ROOT\VBSFile]

@="VBScript Script File"

[HKEY_CLASSES_ROOT\VBSFile\DefaultIcon]

@="C:\\WINNT\\System32\\WScript.exe,2"

[HKEY_CLASSES_ROOT\VBSFile\ScriptEngine]

@="VBScript"

[HKEY_CLASSES_ROOT\VBSFile\ScriptHostEncode]

@="{85131631-480C-11D2-B1F9-00C04F86C324}"

[HKEY_CLASSES_ROOT\VBSFile\Shell]

[HKEY_CLASSES_ROOT\VBSFile\Shell\Edit]

@="&Edit"

[HKEY_CLASSES_ROOT\VBSFile\Shell\Edit\Command]

@="C:\\WINNT\\System32\\Notepad.exe %1"

[HKEY_CLASSES_ROOT\VBSFile\Shell\Open]

@="&Open"

[HKEY_CLASSES_ROOT\VBSFile\Shell\Open\Command]

@="C:\\WINNT\\System32\\WScript.exe \"%1\" %*"

[HKEY_CLASSES_ROOT\VBSFile\Shell\Open2]

@="Open &with Command Prompt"

[HKEY_CLASSES_ROOT\VBSFile\Shell\Open2\Command]

@="C:\\WINNT\\System32\\CScript.exe \"%1\" %*"

[HKEY_CLASSES_ROOT\VBSFile\Shell\Print]

@="&Print"

[HKEY_CLASSES_ROOT\VBSFile\Shell\Print\Command]

@="C:\\WINNT\\System32\\Notepad.exe /p %1"

[HKEY_CLASSES_ROOT\VBSFile\ShellEx]

[HKEY_CLASSES_ROOT\VBSFile\ShellEx\DropHandler]

@="{60254CA5-953B-11CF-8C96-00AA00B8708C}"

[HKEY_CLASSES_ROOT\VBSFile\ShellEx\PropertySheetHandlers]

[HKEY_CLASSES_ROOT\VBSFile\ShellEx\PropertySheetHandlers\WSHProps]

@="{60254CA5-953B-11CF-8C96-00AA00B8708C}"
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