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Aut hor' s Not es:

This is the updated version of nmy paper witten a long while ago. During that
time | have seen it on every security/hacking site | cane across and |'m gl ad
you're all placing it in your archives as recommended readi ng. Now, nany nore
sections and updat es have been added so be sure that you wll reading new and
interesting aspects regarding the topic. The paper will answer many questions
peopl e keep asking in general about trojans |ike "how are attackers infecting
me" and "how to protect fromtrojans".

If you have any ot her questions about the topic including ideas, suggestions,
comrents, etc., please do not hesitate to express your opinion. If you have a
lot to say on the topic and/or | have m ssed sonme aspects then pl ease contact
me and contribute to the next update, and of course full credit will be given
to you and your ideas.
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1. What is this paper about?

The Conplete Trojans Text is a paper about Wndows Trojans, how they work,
their variations and, of course, strategies to mninise the risk of infection

Li nks to special detection software are included as well as many other topics
never discussed before. This paper is not only intended to be for the average
I nternet/ W ndows user who wants to know how to protect his/her machine from
Troj an Horses or just want to know about their usage, variations, prevention
and future, but will also be interesting for the advanced user, to read

anot her point of view

W ndows Trojans are just a small aspect of Wndows Security but you will soon
real i se how dangerous and destructive they could be while reading the paper

2.\What Is A Trojan Horse?

A Trojan horse is:

- An unaut horised program contained within a legitinmate program This
unaut hori sed program performs functions unknown (and probably unwanted) by
the user.

- Alegitimate programthat has been altered by the placement of unauthorised
code within it; this code perforns functions unknown (and probably unwant ed)
by the user.

- Any programthat appears to perform a desirable and necessary function but
that (because of unauthorised code within it that is unknown to the user)
performs functions unknown (and definitely unwanted) by the user

The Trojan Horse got its nane fromthe old nythical story about how the
Greeks gave their enemy a huge wooden horse as a gift during the war. The



eneny accepted this gift and they brought it into their kingdom and during
the night, Geek soldiers crept out of the horse and attacked the city,
conpl etely overconming it.

3. How Do Trojans Work?

Trojans cone in tw parts, a Cient part and a Server part. Wen the victim
(unknowi ngly) runs the server on its machine, the attacker will then use the
Client to connect to the Server and start using the trojan. TCP/IP protoco

is the usual protocol type used for comruni cations, but sone functions of the
trojans use the UDP protocol as well. Wen the Server is being run on the
victims conputer, it will (usually) try to hide somewhere on the conputer,
start |istening on sonme port(s) for incom ng connections fromthe attacker,
nmodi fy the registry and/or use sone other autostarting nethod.

It's necessary for the attacker to know the victims |IP address to connect to
hi s/ her machine. Many trojans have features like mailing the victims IP, as
wel |l as nessaging the attacker via 1CQ or IRC. This is used when the victim
has dynanic | P which neans every tinme you connect to the Internet you get a
different IP (npst of the dial-up users have this). ADSL users have static
IPs so the infected IP is always known to the attacker and this nmakes it

consi derably easier to connect to your machi ne.

Most of the trojans use Auto-Starting methods so even when you shut down your
computer they're able to restart and again give the attacker access to your
machi ne. New auto-starting methods and other tricks are discovered all the
time. The variety starts from"joining" the trojan into sone executable file
you use very often |ike explorer.exe, for exanple, and goes to the known

met hods i ke nmodifying the systemfiles or the Wndows Registry. Systemfiles
are located in the Wndows directory and here are short explanations of their
abuse by the attackers:

- Autostart Fol der
The Autostart folder is located in C\Wndows\Start Menu\Prograns\startup
and as its name suggests, autonmatically starts everything placed there.

- Wn.ini
W ndows system file using | oad=Troj an. exe and run=Troj an. exe to execute
the Trojan

- Systemi ni
Usi ng Shel | =Expl orer. exe trojan.exe results in execution of every file
after Explorer.exe

- Wninit.ini
Set up-Prograns use it nostly; once run, it's being auto-deleted, which is
very handy for trojans to restart

- Wnstart. bat
Acting as a norrmal bat file trojan is added as @rojan.exe to hide its
execution fromthe user

- Aut oexec. bat
It's a DOS auto-starting file and it's used as auto-starting nmethod |ike
this -> c:\Trojan. exe

- Config.sys
Coul d al so be used as an auto-starting nethod for trojans

- Explorer Startup
Is an auto-starting nmethod for Wndows95, 98, ME and if c:\explorer.exe
exists, it will be started instead of the usual c:\Wndows\Expl orer. exe,
which is the commopn path to the file.

Registry is often used in various auto-starting nethods. Here are sone known
ways:



[ HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run]
"Info"="c:\directory\Trojan. exe"

[ HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t\ W ndows\ Cur r ent Ver si on\ RunOnce]
"Info"="c:\directory\Trojan. exe"

[ HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi ces]
"Info"="c:\directory\Trojan. exe"

[ HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t\ W ndows\ Cur r ent Ver si on\ RunSer vi cesOnce]
"Info="c:\directory\Troj an. exe"

[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run]
"Info"="c:\directory\Trojan. exe"

[ HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnce]
"Info"="c:\directory\Trojan. exe"

- Registry Shell Open

[ HKEY_CLASSES ROOT\ exefi |l e\ shel | \ open\ command]
[ HKEY_LOCAL_NMACHI NE\ SOFTWARE\ Cl asses\ exefi |l e\ shel | \ open\ comrand]

A key with the value "% %" should be placed there and if there is some
executable file placed there, it will be executed each time you open a
binary file. It's used like this: trojan.exe "% %"; this would restart
the trojan.

- 1 CQ Net Detect Method
[ HKEY_CURRENT_USER\ Sof t war e\ M rabi | i s\ | CQ Agent \ Apps\ ]

This key includes all the files that will be executed if |ICQ detects Internet
connection. As you can understand,this feature of ICQis very handy but it's
frequently abused by attackers as well.

- ActiveX Conponent

[ HKEY_LOCAL_MACHI NE\ Sof t war e\ M crosoft\ Active Setup\lnstall ed Conmponent s\ KeyNane]
St ubPat h=C: \ di r ect or y\ Tr oj an. exe

These are the npst comon Auto-Starting nethods using Wndows systemfiles, and
the Wndows registry.

4. Trojans Vari ations

There are so many variations out there, it will be hard to Iist and describe
each and every one of them but nost are a conbination of all the trojan
features you will read about below, or have many other functions still not,
and probably will never be known to the public.

Renot e Access Troj ans

These are probably the nost publicly used trojans,just because they give the
attackers the power to do nore things on the victims nmachine than the victim
itself, while standing in front of the machine. Mst of these trojans are
often a conbination of the other variations you'll read below. The idea of
these trojans is to give the attacker a COVPLETE access to sonmeone's nmchine,
and therefore access to files, private conversations, accounting data, etc.

Password Sendi ng Troj ans

The purpose of these trojans is to rip all the cached passwords and al so | ook
for other passwords you're entering then send themto a specific mail address,
wi t hout the user noticing anything. Passwords for 1CQ IRC FTP, HITP or any

other application that require a user to enter a | ogi ntpassword are bei ng sent



back to the attacker's e-nmail address, which in nost cases is |ocated at sone
free web based e-mmil provider. Mdst of themdo not restart when Wndows is

| oaded, as the idea is to gather as nuch info about the victims nachine as
passwords, m RC |l ogs, |CQ conversations and nmail them but it depends on the
needs of the attacker and the specific situation

Keyl ogger s

These trojans are very sinple.The only one thing they do is to log the
keystrokes of the victimand then |l et the attacker search for passwords or
other sensitive data in the log file. Mdst of themcone with two functions
like online and offline recording. O course they could be configured to
send the log file to a specific e-mail address on a daily basis.

Destructive

The only function of these trojans is to destroy and delete files. This nakes

them very sinple and easy to use. They can automatically delete all your core

systemfiles (for exanple: .dll, .ini or .exe files, possibly others) on your

machi ne. The trojan is being activated by the attacker or sometines works |ike
a logic bomb and starts on a specific day and at specific hour.

Denial O Service (DoS) Attack Trojans

These trojans are getting very popul ar these days, giving the attacker power
to start DDoS if having enough victinms of course. The nmain idea is that if you
have 200 ADSL users infected and start attacking the victimsinultaneously,
this will generate a LOT of traffic (nore then the victims bandwi dth, in nost
cases) and its the access to the Internet will be shut dowmn. WnTrinoo is a
DDoS tool that has becone really popular recently, and if the attacker has
infected many ADSL users, mmjor Internet sites could be shut down as a result,
as we've seen it happen in the past few nonths.

Anot her variation of a DoS trojan is the mail-bonb trojan, whose main aimis
to infect as many machi nes as possi ble and sinultaneously attack specific
e-mai | address/addresses with random subj ects and contents which cannot be
filtered.

Pr oxy/ W ngat e Troj ans

Interesting feature inplenmented in many trojans is turning the victinms
conmputer into a proxy/wi ngate server available to the whole world or to the
attacker only. It's used for anonynous Telnet, 1CQ IRC, etc., and also to
regi ster domains with stolen credit cards and for many other illega
activities. This gives the attacker conplete anonynmity and the chance to do
everything from YOUR computer and if he/she gets caught the trace | eads back
to you.

FTP Troj ans

These trojans are probably the nost sinple ones and are kind of outdated as
the only thing they do is to open port 21(the port for FTP transfers) and

| et EVERYONE connect to your nmachine or just the attacker. Newer versions
are password protected so only the one that infected you may connect to your
conput er.

Sof tware Detection Killers

There are such functionalities built into some trojans, but there are al so

separate programs that will kill ZoneAlarm Norton Anti-Virus and many ot her
(popul ar anti-virus/firewall) prograns, that protect your machine. \Wen they
are disabled, the attacker will have full access to your machine, to perform

some illegal activity, use your conputer to attack others and often di sappear.



Even though you nmay notice that these prograns are not working or functioning
properly, it will take you sonme tinme to renove the trojan, install the new
software, configure it and get back online with some sense of security.

I would Iike you to look at a list created by SnakeByte (nice work dude!):
http://ww. snake- basket . de/ e/ AV. t xt

Check it out and you will get ny point how easily these prograns coul d be
disabled. It's a list of Anti-Virus detection software with its W ndow Nanes,
associated files and many nore things that attackers found as a way to disable
certain protection software. |'ve seen only several anti-trojan packages that

| et the user specify another |ocation of the program (installation) files,
different fromthe default one, also Wndow nanes and nmany other features that
will make it harder for the attacker to disable the software.

5. The Future O Wndows Trojans

W ndows users will always be targets of malicious attackers because nobst of
them don't know the real neaning of the word security, and think that sone
firewall is the only solution they need for protection but they actually don't
have a clue how it works, or howto configure it properly. Wndows Trojans
will be a big security problemin the future and |I'm sure attackers realise
that, and many nore uni que functions will be inplenented into their trojans
but will nostly be used for the attacker's private purposes. Progranmable or
scri ptabl e "automat ed hacking” functions will be used to solve various
attacker's problens starting from anonynous port scanning and going up to
Distributed Denial O Service Attacks(DDoS). A recommended resource related to
the subject is

http://staff.washi ngton. edu/dittrich/m sc/ddos/

How about distributed cracking of password files like on all of these contests
around the world but in that case a network created by attacker/attackers for
their own purposes? Has anyone ever thought of "spanm ng" function, built into
trojans, sinmlar to all of these spam prograns out there, crawing around the
Internet, searching for e-nails? And these are just snall exanples, but trust
me, there are nmuch nore advanced features, built into Wndows Trojans, that
probably will never be released to the public.

At this year's Defcon the security conpany SensePost nade a denonstration with
a trojan, called Setiri, bypassing all the firewalls and I DS s giving access
to the attacker even the machine was in a restricted environnent. Mre info is
avail abl e at:

htt p: // www. conput er cops. bi z/ nodul es. php?nane=News&f i | e=arti cl e&si d=1321

6. How Can | Get |nfected?

A lot of people out there can't differ various ways of infection just because
intheir mnds the only way of getting infected is by downl oadi ng and runni ng

server.exe and they will never do it as they say. As you'll read here, there
are many nore ways for malicious attackers to infect your machine and start
using it for illegal activities. Please take all of these topics |I'mrevi ew ng

here really seriously; read them carefully and renenber that prevention is way
better than the cure!

I CQ

I RC

6.1
6.2



6.3 Attachments

6.4 Physical Access

6.5 Browser And E-nmmil Software Bugs
6. 6 Net bi os(Fil eShari ng)

6.1 Via 10Q

Peopl e don't understand that they can also get infected while talking via I CQ
or any other Instant Messenger Application. It's all risky when it's about
receiving files no matter fromwho, and no matter from where.

Believe it or not, there are still guys out there, using really old versions
of 1CQand it's all because they can see the |IP of the person they're talking
to. The ol der versions of ICQ had such functionality and it was useful for
everyone capabl e of using w nnuke and other DoS tools, but really how hard it
is toclick with the mouse? These people are often potential victins of
sonmeone that is nore know edgeabl e on W ndows Trojans and takes advant age of
their old I CQ versions.

Let's review various ways of getting infected via |ICQ

- You can never be 100% sure who's on the other side of the conputer at the
particular noment. It could be soneone that hacked your friend's 1CQ U N
(Uni que ldentification Nunber)and wants to spread sone trojans over his/her
friends. You'll definitely trust your best dude Bob if he offers you
sonething interesting, but is it really Bob on the other side?

- Ad versions of 1CQ had bugs in the WebServer feature, that creates a site
on your conputer, with your info fromthe | CQ database. The bug consists in
that the attacker can have access to EVERY file on your nachine and if you
read the previous sections carefully and know the auto-start nethods, you'l
probably realise what could happen if sonmeone has access to your win.ini or
other systemfile, nanely a trojan installed in a few m nutes.

- Trojan.exe is renaned like Trojan.... (150 spaces).txt.exe, icon changed to a
real .txt file and this will definitely get you infected. This bug nust be
fixed in the newer versions for sure.

No matter which Instant Messenger Application you' re using, you could al ways
get yourself infected by certain programbug you never had the chance to hear
about, and never took care of checking for newer versions of the application,
al so when it's about receiving files no matter where, and no nmatter from who,
take that very seriously and realise the dangers of your naivety.

6.2 Via IRC

So many people LIVE on IRC and this is another place where you can get
yourself infected. Trust is vital no matter what you're doing. No nmatter who
is sending you files, pretending to be free porn archive, software for "free
internet", hacking Hotmail program DO NOT get any of these files. Newbies are
often targets of these fakes, and believe me, many people are still newbies
about their security. Users get infected fromporn-trade channels, and, of
course, warez channels, as they don't think about the risk, but how to get
free porn and free prograns instead.

Here are several scenarios of you getting infected while using |IRC

- You're talking with soneone, a "girl" probably, have great tine and, of
course, you want to see the person you're talking to. You ask for a picture
or the "girl" offers you her pictures and |'msure you'll definitely want to
see them The "girl" says that she has just created her first screensaver,
usi ng some known free or commercial software to do this, and offers it to
you, but how about if "she" nentions several pictures are naked ones?! You



have been talking to "her" for a week or so, you get this screensaver. exe,
you run it and, yeah, VERY nice pics, sone are naked and she didn't lie to
you so nothing bad or suspicious has happened BUT think again what really
has happened!

- Trojan.exe could also be renanmed into Trojan.scr |ike a screensaver
extension and will again run properly when you execute it so pay attention
about these file extensions.

- Trojan.exe is being renanmed |ike Trojan.... (150 spaces).txt.exe you'll get
the file over IRCin the DCCit will appear as .TXT and you won't get
worri ed about anything, run it and get yourself infected again. In all of
these examples the icon of the file is changed, of course, because it needs
to be the same icon as a normal . TXT and this fools victinms very often

Most people don't notice in their Explorer that the Type of the file is
Application BUT with a . TXT icon. So BEFORE you run sonething, even if it's
with a . TXT icon, check its extension and nake sure it's really a text file.

6.3 Via Attachnents

I'"m al ways amazed how many peopl e got thensel ves infected by an attachnent,
sent into their mail boxes. Myst of these users are newto the Internet and are
pretty naive. \When they receive a mail,containing an attachnent, saying they
will get free porn, free Internet access etc., they run it wthout completely
under standi ng the risks for their machines. Check the followi ng scenario: you
know your friend Alex is a very skilled Visual Basic progranmrer. You al so know
he's coding his latest programbut you' re curious what it is all about, and
you wait for an e-mail fromhimw th the attachment when he finishes coding
the application. Yeah, but the person targeting YOU al so knows that. The
attacker also knows your friend' s e-mail address. Then the attacker will
simply code sone program or get some freeware one, use sone relaying nai

server to fake the e-mail's FROM field and nake it look like your friend's
one; Alex's e-nail address is al ex@xanple.comso the attacker's FROMfield

wi Il be changed to al ex@xanpl e.com and, of course, it will include the
TRQJANED attachment... You'll check your mail, see that Alex finally got his
program ready and sent it, you'll download and run it without thinking that it
m ght be a trojan or sonething el se, because, hey, Al ex wouldn't do sonething
like that to me, he's ny friend, and you'll get yourself infected.

Information |I's Power! Just because the attacker knew you were waiting for sone
particular file, he found Alex's e-mail address and got you infected... the

ri ght nmonent assunes inportance here. And it all happened just because you
were naive, just because you saw al ex@xanple.comin the FROMfield, and just
because you didn't check the nmail headers to see that the nmail came from sone
.jp mail server relaying e-nmails and, has been used from spammers for severa
nmont hs.

Many peopl e got thenmselves infected by the fambus "M crosoft Internet Explorer
Update" sent directly to their nail boxes, by the nonexistent M crosoft Updates

Staff. | understand you felt great because M crosoft are paying attention
especially to you, and sent you the | atest updates, but these "updates" are
definitely trojans. Mcrosoft will NEVER send you updates of their software

via e-mail no matter you see the FROMfield is updates@ri crosoft.com and as
you' ve noticed in the previous exanple the FROMfield could and IS faked. |f
you ever notice sonme nmail in your mailbox with subjects Iike "Mcrosoft IE
Update" and such, delete W THOUT viewi ng or reading the e-mail, because sone
E-Mail clients like Qutl ook Express and ot hers, have bugs that automatically
execute the file being attached in the e-mail WTHOUT you even touching it. As
you can imagine this is a extrenely dangerous problemthat requires you to be
always up to date with the |atest version of any software you're using.



6.4 Physical Access

Physi cal access is vital for your conputer's security. |magi ne what can an
attacker do while having physical access on your machine, and let's not
mention if you' re always connected to the Internet and | eave the room for
several minutes... long enough to get you infected. Here I'Il point you
several scenarios, often used by attackers to infect your conputer while
they' re having physical access to your machine. There are sonme very snmart
peopl e out there that keep thinking of new ways of getting physical access
to sonmeone's conputer. Here are sone tricks that are interesting:

- Your "friend" wants to infect you with a trojan and he/she has physica
access to your machine. Let's say you were at hone surfing the net,
chatting or whatever. Suddenly your "friend" asks you for a glass of
wat er, knowi ng that you'll go in another roomand will be away for 1 or
2 mnutes. Wiile you do that he/she takes out a diskette of the pocket
and infects your unprotected PC. You cane back and everything is K
because your "friend" is doing exactly the sane thing before you left
...surfing the net.

- The next exanple is when 2 guys want to take revenge on you cause of
sonet hing and are supporting each other to acconplish the task. Again you
are at home with your "friend", surfing, chatting, whatever you're doing;
suddenly the tel ephone rings and a "friend" of yours wants to speak with
you for sonmething that is really inportant. He/she (it's better to be she
in this case) asks "Is there anyone around you? |f so, pl ease nove sonmewhere
away from hinm her(after knowing it is himor her,of course). | don't want
anyone to listen what 1'"'mgoing to tell you". The victimis again |ured away
fromthe conputer, |leaving the attacker to do whatever he/she wants on the
target conputer.

- O her approaches |ike the previous ones mght be sudden ring on the bell, as
wel | as other variations of phone calls and conversations | eaving the
attacker alone with the victims conputer. There are so nmany ot her possible
approaches; just think for a while and you'll see what | mean and how easily
you could be tricked, and it's because you're not suspicious enough when it
i s about your sensitive conputer data.

- Another way of infecting while having physical access is the Auto-Starting
CD function. You've probably noticed that when you place a CD in your CDROMV
it automatically starts with some setup interface; here's an exanple of the
Autorun.inf file that is placed on such CD s

[ aut orun]
open=set up. exe
i con=set up. exe

So you can inmagine that while running the real setup programa trojan could
be run VERY easily, and as nost of you probably don't know about this CD
function they will get infected and won't understand what happened and how
it's been done. Yeah, | know it's convenient to have the setup.exe autostart
but security is what really matters here, that's why you should turn off the
Auto-Start functionality by doing the foll ow ng:

Start Button->Settings->Control Panel->
System >
Devi ce Manager - >CDROM >Pr operti es->Setti ngs

and there you' |l see a reference to Auto Insert Notification. Turn it off
and you won't have any problens with that function anynore.

I know MANY ot her variations of physical access infections but these are the



nmost conmon ones so pay attention and try to nmake up several nore by yourself.
When the victimI1S connected to the Internet:

Here we have nany variations; again, |I'll nention the nost common ones. Wile
the attacker is having physical access he/she may downl oad the trojan. exe,
usi ng various ways just by knowi ng how vari ous Internet protocols work.

- A special |IRCbot known only to the attacker is staying in IRCwith the only
function to DCC the trojan.exe back to the attacker whenever he/she nessages
the bot with a special conmand. The victimw || probably be away fromthe
comput er.

- The attacker wants to downl oad sone specific software |ike new version of
sonme prograns infected with trojan(s), of course, and visit sonme URL, known
to himher only, and downl oad the trojan.

- The attacker pretends he/she wants to check his/her (web based) mail (for
exanpl e, at Yahoo! or HotMail) but in fact has the trojan.exe stored in his/
her mail box and just downl oads and executes the file, hereby infecting the
conmputer. The nmail service is used as a storage area, in this case

There are many nmore ways of infecting the victimwhile connected to the Net,
as you can imagi ne. Any of these exanmples will succeed but it all depends on
the victims know edge of the Internet and how advanced his/her skills are,
so the attacker needs to check these things somehow before doing any of these
activities | pointed here. After that, the attacker will be able to choose
the best variant for infecting the victimand doing the job.

6.5 Browser And E-mail Software Bugs

Users do not update their software versions as often as they should be, and a
I ot of the attackers are taking advantage of this well known fact. |nmagine you
are using an old version of Internet Explorer and you visit a (malicious) site
that will check and automatically infect your machi ne w thout you downl oadi ng
or executing any prograns. The sanme scenari o goes when you check your E-nail
with Qutl ook Express or some other software with well known probl ens, again
you will be infected without downl oading the attachment. Mike sure you al ways
have the | atest version of your Browser and E-mail Software, and reduce the
ways of these variations to mininum Here are sone |inks about Browser and
E-mai| Software bugs, check them out and understand how dangerous these bugs
are, and it's all because of you using an old version of the software.

htt p: // www. guni nski . coml br owsers. ht m
htt p: // www. guni nski . coml net scape. ht m

6.6 Netbios(File Sharing)

If port 139 on your machine is opened, you' re probably sharing files and this
i s another way for someone to access your nachine, install trojan.exe and
nmodi fy some systemfile, so it will run the next tine you restart your PC
Sonetinmes the attacker nmay use DoS(Denial O Service Attack) to shut down
your machi ne and force you to reboot, so the trojan can restart itself

i medi ately. To block file sharing in WnME version, go to

Start->Settings->Control Panel->Network->File And Print Sharing
and uncheck the boxes there. That way you won't have any problens related to

Net bi os abuse.

7. Fake Prograns

I magine a Freeware SinpleMail programthat's very suitable for your needs, and



very handy with its features |ike address book, option to check several POP3
accounts and many ot her functions that make it even better then your E-mail
client and the best thing for you is that it's free. You use ZoneAl arm or any
other simlar protection software, and nmark the programas a TRUSTED I nt er net
server so none of your programs will ever bother you about that program as you
are using it probably every day because it's working very well, no problens
ever occurred, you're happy, but a |lot of things are going in the background.
Every mail you send and all your passwords for the POP3 accounts are being

mai led directly into the attacker's mail box w thout you noticing anything.
Cached passwords and your keystrokes could be also nailed and the idea here is
to gather as nuch info as possible and send it to the attacker. This info
includes credit card nunbers, passwords for various applications and nany

ot her things.

In sone cases the attacker may have conpl ete access to your nachine but it
depends on hi s/ her ideas about the hidden programis functions. \Wen sending
e-mails and using port 25 or 110 for POP3, these could be used for connections
fromthe attacker's machine (not at home, of course, but again from another
hacked one) to connect and use the hidden functions he/she inplenmented in the
Freeware SinpleMiil. The attacker's idea here is to offer you a programthat
requires a connection to be established with some server; let's say at the top
of the SinpleMail there's a banner that's auto-refreshing every few m nutes,
because the programrer "needs to pay the bills too" as he said in the About
section, so nothing seems suspicious to you as it's a normal thing, and your

| ogi cal conclusion is conpletely right as the only way for that guy to keep
offering this cool freeware programfor free is to use banners. You've already
mar ked the program as TRUSTED so the attacker can have conpl ete access to your
machi ne because he/she fooled you into thinking it's a TRUSTED program Even
if you notice some connection to your machi ne on sone strange port, you won't
consider this as a suspicions event, as the banners section needs to get these
banners from sonewhere, and this is the place your machine is connected al

the tinme to keep themrefreshing.

The only thing the attacker needs is creativity, and nost of them do have it.
Thi nk of a fake Audi oGl axy (software for np3's sharing) but, of course, with
a different nane. The attacker would create it, will free 15GB di sk space on
hi s machi ne and place a | arge archive of np3's...then, of course, the sane

wi Il be done on several other machines to fool you that you are downl oadi ng
fromother people located all over the world, but it's not necessary as the
programi s interface nay never show you where you're actually downl oadi ng the
mp3's from The software will again be backdoored as in the previous exanpl e,
and will get thousands of naive users, probably using ADSL connecti ons,

i nfect ed.

Fake progranms that have hidden functions, often have professional |ooking web
sites, links to various anti-trojan software nentioned as affiliates, and nake
you trust the site; readnme.txt is included in the setup and many ot her things
to fool you it's a trusted one. Pay attention to freeware tools you downl oad,
consi der them extrenely dangerous and a very useful and easy way for attackers
to infect your machine with a Trojan.

8. Untrusted Sites And Freeware Software

A site located at sone free web space provider or just offering sone prograns
for illegal activities can be considered as untrusted one. As you know, there
are t housands of "hacking/security" archives on these free web space providers
i ke Xoom Tripod, Ceocities and many many ot hers. These sites have archives
full with "hacking" prograns, scanners, nuail-bonbers, flooders and nmany ot her
tools. Oten several, if not all of these prograns are infected by the guy who
created the site. It's highly risky to downl oad any of the prograns and the



tools located on such untrusted sites; no matter which software you use are,
you ready to take the risk? There are sone untrusted sites, |ooking REALLY
prof essi onal and havi ng huge archives, full with Internet rel ated software,
feedback form links to other popular sites. | think if you take sone tineg,
| ook deeper, scan all the files you downl oad you can deci de on your own

whet her the site you are downl oadi ng your software fromis a trusted or an
unt rust ed one.

Software like mRC, I1CQ PGP or any other popul ar software MJUST be downl oaded
fromits original (or official dedicated mrror site) and not from any of
these | told you about. Sonetimes such sites claimthere's a new version of,
let's say, mMmRC 7.0, and you know your current version is 6.0 and, yeah, it's
handy to click on the URL and download the .exe in 1 mnute and take advant age
of the latest version, but will definitely get yourself infected. A possible
variation of this method will again be claimng for a new version, BUT the
site would include info on nonexistent security bugs, found in the previous
one (which is of course the | atest you have), and again it is handy for you to
download it, instead of visiting MRC s nmain site, and see if there is really
an updated version or check for any of these security bugs you've read about
on the fake site.

Webnmasters of well known Security Portals, that have HUGE archive with various
"hacki ng" prograns, should be responsible for the files they provide and OFTEN
scan themwith Anti-Virus and Anti-Trojan software to guarantee their visitors
downl oad "free of trojans and viruses". A known nethod is that attackers send
sonme programcreated by them let's say a UDP flooder, to the webmaster |ike a
submi ssion for the archive, but infect the programw th sone trojan and | ater
have visitors downl oading the program and getting thensel ves infected. Sone
attackers may use the webnmaster's irresponsibility and infect their files, and
have the site distribute the trojan. | know of another story regarding this
problem It's about a Ganming Magazine that used to include a CDwith free denp
versions of the |atest ganes in each new edition. The editors made a contest
to find new talents and give the people programm ng ganes the chance to
popul ari se their productions by sending themto the Editors. An attacker
infected his gane with a new and private trojan and sent it to the Magazine.
In the next edition the "gane" appeared on the CD and you can i magi ne the
chaos that set in. And it's all because of the Editors, having not so nmuch
know edge on the topic and as |I've told you, in the old days Anti-Virus
software were detecting only a small part of the public trojans (and what

about all the private ones). In this particular case they were using only an
Anti Virus scanner to protect their readers fromsuch attacks. Wbmasters and
everyone having sone sort of software archive on his/her portal, MJST scan it
very often, and before adding a new file it should be well examned; if it's
suspicious in any way, it nust be sent to your software detection |abs for
further analysis. Do care about your visitors/readers if you want themto care
about you.

Freeware prograns coul d be consi dered suspicious and extrenely dangerous, due
to the fact that it's a very easy and useful way for the attacker to infect
your machine with sone freeware program No matter how suitable you find the
program renenber that "free is not always the best" and it's very risky to
use any of these prograns. My advice is: before using Freeware program do
search for some reviews on it, check popul ar search engines, and try to | ook
up for sone info about it. If you find any reviews witten by respected sites,
that neans they' ve used and tested it and the chance of infection is hereby,
mninmsed. If no reviews or comments about the software are found via the
search engines, then it may be highly risky to start using it.

9. How Are They Detecting My Internet Presence?



People new to the Internet often ask this question as they can't understand

why soneone will want to attack especially them because they never did any
harm to anyone and never did sonething that m ght get theminto trouble.
Wi |l e reading the previous sections, | hope you understood that sonetines

you only need to visit a web site with your unpatched browser and get yourself
i nfected.

I will explain several scenarios on how attackers may discover your Internet
presence:

- Wien visiting a web page,the attacker m ght have created a script that wll
automati cally check your Browser for known bugs, and if any are detected,
install a trojan on your machine or notify the attacker to have a deeper
| ook. Make sure you're always using the |atest version of your Browser for
maxi mal protection. Check for (security) patches and apply these often

- When joining an | RC channel, an | RC bot might be configured to scan everyone
joining for specific trojan ports opened or FileSharing (Netbios) enabl ed.

If the attacker is smart, the script will scan you several minutes after you
join the channel and, of course, use an |IP nunber not belonging to anyone in
t he channel

- Attackers often attenpt |P blocks scanning, |ooking default trojan ports and
of course FileSharing(Netbhios). After infection, your nmachine could al so be
used for such scans, as well as an |IRC bot, scanning those joining sone big
and full with people I RC channel

These are sone of the nbst commpn ways attackers use to search for new victimns,
suitable for their illegal activities. If someone is targeting especially you,
the attacker won't be using any of these nmethods | reviewed above; instead your
Browser version will be found as well as the Qperation Systemyou're using, and
the attacker will make a personal contact with you via IRC, ICQ etc., and fool
you sonehow and get you infected

10. What |s The Attacker Looking For?

Sone of you may think that trojans are used for damages only. Well, they can
al so be used for spying on someone's machine and taking a lot of private and
sensitive information (industrial espionage). The attacker's interests would
include but are not limted to the foll ow ng:

- Credit Card Information (often used for donmmin registration, shopping with
your credit card)

- Any accounting data (E-mail passwords, Dial-Up passwords, WebServices
passwords, etc.)

- Emai|l Addresses (M ght be used for spamm ng, as expl ai ned above)

- Work Projects (Steal your presentations and work rel ated papers)

- Children's names/pictures, Ages (pedophile attacker?!)

- School work (steal your papers and publish themw th his/her nanme on it)

I'l nmention again several scenarios about the attacker's mode of thinking:

- Once infected, your conputer mght be used as a Warez Archive. No matter how

much or little free di sk space you have, you'll probably have enough for the
attacker's needs. He/she won't use all of your bandwi dth; there will be sone
limt for connections to your conputer, so you'll still be able to do your

wor k wi t hout knowi ng that your conputer is used as a pirated software FTP
Server and it is known to people worldwi de who keep downl oadi ng software
from YOU.

- Kiddie-Porn traders will al so use your conputer for storing their archives
and again turning your machine into a well known place for traders of nasty



and above all illegal pictures. You'll again do your work and have no cl ue
there are illegal activities going in your conputer.

- The attacker mght just want to have fun with you, open/close the CD tray,
play with your nouse, annoy you sonmehow, that's stupid and usel ess but a | ot
of people do it.

- Your conputer mght be used for other illegal purposes like the attacker's
usage of your |P address to hack, scan, flood, infiltrate other nachi nes on
the Internet; so the victinse will see your machine is doing it, and this
will definitely get you in trouble.

11.Intelligence Wth Trojans

Think for a while about how nmuch your |ife depends on your conputer, your |CQ
your chat program your e-mail address and think how vul nerable your life is
just because you're infected with a Trojan Horse. They can, and they have been
used for intelligence for a very long tinme. Just by reading your e-mails,
keeping track of your contacts, reading your private conversations, the web
sites you visit, 1CQ history, mRC log files with your private conversations
and a | og of everything you do online, a psychological profile could be
created in several hours (depends of the skills of course) and your life, nobde
of thinking, reactions on specific future situations and needs will be
reveal ed to sonme geek, wanting to recruit and/or nanipul ate you. This is food
for thought and anot her topic, but just think how a conbination of psychol ogy,
soci al engi neering and conputer security know edge nakes you a really powerful
guy. And renenber that people reveal their REAL personalities, w shes, npde of
thinking, interests only when they think nobody is watching them..

12. Trojan Ports

Troj ans use specific ports to communicate with the client. In the old days the
wel | known trojan ports were nostly used, but today it's possible to change
the port every tinme the trojan is restarted. Here is a link to the best and
probably including all of the public trojans Ports List |I've cone across.

http://ww. sinovits. conftrojans/trojans. htn

13. How Do | Know |I'm I nfected?

Sonetinmes you think it's nornmal Wndows behavi our when there are 500 MB or so
m ssing on your HDD, because sone software is using it, or you have installed
a gane you forgot about and many ot her reasons but not the real one. Here are
some things which are very suspicious, and no matter how nmuch your Anti-Virus
software tells you that you aren't infected, dig a little deeper and see what

really happened. One thing that will help you is to know the nmain features of
the public trojans, so you'll be able to react if you notice such activity on
your PC. | have included links to various Trojan Databases that you shoul d

visit if you want to know the main features of the public ones.

- Its normal to visit a web site and several nore pop-ups to appear with the
one you've visited. But when you do conpl etely nothing and suddenly your
browser directs you to sone page unknown to you, take that serious.

- A strange and unknown W ndows Message Box appears on your screen, asking
you sone personal questions.

- Your Wndows settings change by thenselves |ike a new screensaver text,
date/time, sound volunme changes by itself, your nbuse noves by itself,
CD- ROM dr awer opens and cl oses.



Pl ease note that nost advanced attackers will just spy on you and use your

i nfected machi ne for sone specific reason, and not perform any of the above
"tricks" so as not to cause any suspicious activity on the target system (as
this woul d probably nmean they could get easily detected). Soneone that just

wants to have fun with you is nore likely to performthese actions.

14. Anti -Virus (AV) Scanners

In the old days Virus Scanners used to detect only viruses and just a snall
part of the public trojans on the Internet. Realising how dangerous and
popul ar Trojans are beconing today nost, if not all of these scanners detect
probably all of the public ones out there. As always people, think they are
safe and secure when using Virus Scanner but it's a fal se sense of security.
This type of software relies mainly on "signatures" of each trojan's server
executable and also its common auto-starting nethods, but that is not the
perfect solution by far for protection yourself against trojans, as they use
many ot her nethods to hide inside the machi ne, nobst of which are undetected
by Anti-Virus Software. Wen trojans becane a big security breach, specific
Anti-Troj an packages were released to the public and it was necessary for the
AVs to start detecting not only viruses, but also trojans if they wanted new
users. As a result, npst of them becane really advanced trojan scanni ng and
detection systens, but for your maximal protection it's recommended to use
both Anti-Virus and Anti-Trojans software.

Public trojans appear online alnobst every day and the detection software is
updat ed every day for maximal protection of its custonmers. One very big
problemis that the users do not update their signature files as often as they
shoul d be, thus having detection software that's not detecting several nore
trojans or viruses. Users MJUST update their software's signature files every
day, and it will take themonly several m nutes. Each and every tine a new
file is downl oaded, it MJST be scanned BEFORE bei ng opened with Anti-Virus and
Anti-Trojan software. If you think the file is suspicious due to sonme reasons,
do NOT run it, but send it to your detection software |abs for analysis.

15. Anti - Troj an Sof tware

Here are reviews of the npbst popul ar Anti-Trojan packages. The list also

i ncl udes various applications (freeware) to help you nonitor your conputer for
ongoi ng Trojan activities. | suggest you visit the site of every product and
deci de which one best fits to your needs. Check the links section at the end
of the paper to see various sites, providing reviews of the software bel ow.

-- TDS-3 --

Troj an Defence Suite (TDS) is a indispensable, mnust-have software package for
protection against trojans. It has many uni que functions never seen in other
Anti-Troj an packages. The program has really advanced features and if you're a
newbie, it will probably take sone tine before you are able to use the software
at its full capacity (read the excellent help files).

You can get TDS from http://tds. di anondcs. com au/
-- LockDown2000 - -

This is really good Anti-Trojan package that detects a LOT of trojans and other
known as "hacking tools" prograns. It will help you nonitor your systemfiles
for changes, processes and registry nodification. Mre info at its home page.

You can get LockDown2000 from http://ww. | ockdown2000. com



- TFAKS --

Trojans First Aid Kit is a trojan-scanner devel oped by SnakeByte. It has many
other unique features; it could be used as a dient for various public trojans
as wel | .

Downl oad TFAK5 from http://ww. snake-basket. de/tfak/ TFAK5. zi p
-- Trojan Renover --

Anti-Trojan software detecting 5468 trojans/worns (including variants) as at
15t h August 2002. Systens files and registry monitoring functions are al so
i npl emented. More info at its home page:

http://ww. si npl ysup. comltrenover/details. htm
-- Pest Patrol --

A tool that scans for trojans as well as prograns known as "hacking tool s" and
spyware. Mrre info at its official page:

http://ww. saf ersite.conl
-- Anti-Trojan 5.5 --

Troj ans detection package that is able to remove nost of the public trojans out
there. More info at its official page:

http://ww. anti-trojan. net
-- Tauscan --

Troj an scanner that has unique features and is a nmust have. It's also able to
detect new and never released to the public trojans. Mire info at its official

page:
http://ww. agni t um coni product s/t auscan/

-- The C eaner --

Very popul ar Anti-Trojan software, known by everyone. Check its hone page at:
http: //ww. noosoft. conl

-- PC Door Cuard --

Troj an detection software, detecting a lot of trojans, and a nonitor of files
and directories is also included. Mre info at:

http://ww. trojanclinic.conm pdg. ht m

-- Trojan Hunter --

Troj an detection package with a lot of functions. It's very handy.
More info at http://ww. m schel.dhs. org/trojanhunter.jsp

-- Loghbonitor --

Log Monitor is a file and directory nonitoring tool. The program periodically
checks a selected file's nodification tine and executes an external programif
file's time was changed or not changed. For directories it handl es such events
as files change, addition or renmoval. | recommend this tool as it's vary handy
and will help you a lot.



Hone page: http://lognon.bitrix.ru/lognmon/eng/
-- PrcView --

PrcViewis a freeware process viewer utility that shows detail ed i nformation
about running processes. This information includes such details as the create
date/time, the version and full path for each DLL used by a sel ected process,
a list of all threads, nmenory bl ocks and heaps. PrcView also allows you to
kill and attach a debugger to a sel ected process. PrcView runs on both W ndows
95/98 and W ndows NT platforns and includes W ndows and conmmand-1i ne versions
of the program

Get PrcView fromhttp://ww. xm sp. conl pvi ew prcvi ew. ht m
-- XNetStat --

QU based netstat tool for Wndows. It will help you nonitor you machine for
open ports. Download it from

http:// packet stornmsecurity.org/Wn/netstat. zip
-- ConSeal PC FI REWALL --

A really good firewall for advanced users using Wndows having basic know edge
of TCP/IP and other protocols; this software will help you to secure your PC a
lot. It has sonme nmjor advantages over other Wn based firewalls. For the ful
range of specifications, check its official web page at:

http://ww. conseal firewall.conf

16. After You Cl ean Yourself

Your machi ne has been conprom sed and probably a | ot of sensitive data stolen,
files have been nodified and illegal activities have been preformed on your
computer. Here 1I'll give you reconmendati ons about what to do after you are
100% cl ean of trojans.

- Accounting Data such as | SP passwords, 1CQ mRC, FTP, web site passwords,
e-mai | address passwords are definitely known to the attacker. Contact your
| SP about changi ng your dial-up password if you're using such connection

I medi ately change your 1CQ ml RC passwords of course if they're still the
same. (Often attackers won't change any of your accounting data to fool you
everything is OK so there is a big chance you will still be able to recover

fromthe conprom se). Change your web based e-nmmil| passwords and do check
your information stored there, as password retrieval services for various
e-mai | providers such as Yahoo and Hotmail use this info conbined with a
"Secret Question" for password retrieval. Attackers often change the info,
the answer to the secret question and many other things that will get them
easily back into your nailbox, whether you' ve changed your pass or not.

- If you're taking advantage of the handy Address Book feature in your e-nmil
service, and have a list full of e-nmails of friends, colleagues, etc. there
is areal possibility that the attacker has sent thema trojan and possibly
infected themtoo. Mail all of these people and ask them about receiving any
files fromyour mailbox, informthem soneone el se m ght know your e-nail
password so they' ||l be able to take appropriate actions |ike checking their
machi nes for Trojans. Do the sane with the people fromyour |1CQ contact |ist
as they mght be targeted too.

- Check your HDD for abnormal activities like a |lot of free space m ssing etc.



Search for warez software and, as | mentioned, Kiddie-porn archives.

- Think for a while about the sensitive information you had on your machine
before the comprom se, and if you are absolutely sure the attacker may know
it too, then take appropriate action, like inform ng the any institutions
the sensitive data bel ong to.

- Scan your machine with Anti-Virus scanner, as the attacker could have placed
some virus or infected macro docunments on your machine to do destructive
things even there's no access for himher to your nachine.

- Monitor your processes BEFORE and AFTER connecting to the Internet, as sone
trojans start when they detect Internet connection. Don't get fooled again,
be very suspi ci ous.

17. Onl i ne Scanni ng Services

These services are very popul ar these days and they are very handy for users
who haven't got nuch knowl edge on all of the holes they' re checking for, but
wanting to ensure they are protected fromall of them This section is placed
at the end of the paper with a specific reason. If you have read the paper,
you shoul d know a LOT about trojans by now, their principles of working and
detection techni ques, therefore you can deci de whet her these online scanners
are useful or if they give a false sense of safety.

There are several types of Online Scanners: Trojan Scanner, Port Scanner and
Bugs Checker.

- Trojan Scanner
It's using a list with predefined ports, associated with the nane of the
trojan responding to its default port, like Grl Friend=21544, and if this
port is in "listening" state on your machine it will informyou that you've
been infected with the GrlFriend Trojan. As you already know, trojans have
functions like changing their default port to ANY of the attacker's choi ce.
That nmekes these Trojan Scanners kind of usel ess, because serious attackers
do change the default port for sure.

- Port Scanner
This service has two options |ike well-known ports scan and all ports scan
The first feature is scanning for well known ports, again associated with
the appropriate service related to the port like port 21-FTP, 23-Tel net,
25- SMIP. The second feature is rarely seen on a free one, because of the
bandwi dth it woul d generate to scan all of the 65,535 ports. It will again
associ ate ports with services like | mentioned above, and if it finds any
unknown ports not associated with any service, it will also report it, like
Port 34525 State:Listening, which neans this port is waiting for connections
fromthe outside

- Bugs Checker
Its purpose is to check your Browser or your E-nmail Software for well known
bugs and security related problens. If any are detected, it will point you
to a site containing the patches for these bugs or a site with the | atest
updat ed versions of the software.

It's strongly recomended to close any other Internet related application on
your machi ne before being scanned by Online Trojan Scanner and Port Scanner
You deci de which service is best for you, which one will be able to detect
trojan infections on your machi ne, and which won't; you now know the main
principles and the answers too, | hope. Links to several online scanning
services | know of are included in the Links Section



18. Advi ce

This is a very useful section, full of tips and advice on how to protect
yourself fromtrojans using various ways you' ve al ready read about, but
sunmari sed here for faster reading and hopefully better understanding.

[01] Never accept a file even it is fromsonme friend. You' re never sure who's
on the other side of the computer at the noment. If you really need this
file, let's say sone presentation or a work paper, find other ways, |ike
t he phone, and verify the file is fromyour friend. Yeah it will take you
sonme time and slow you a bit, but be paranoid about attachnents you may
receive and don't get infected.

[02] When executing files, first check their type. Is it really a .doc or it
sone executable with a .doc icon

S

[03] Update your Anti-Virus and Anti-Trojan package signature files regularly,
i f possible EVERY day for maxi mal protection, as new trojans and viruses
are di scovered every day. Mdst of the detection software have functions
Ii ke scheduling scans so if you are away from your machi ne during the
ni ght but you leave it swi tched on, why not consider to schedule a scan
and update every night? Doing so will ensure your nmaximal protection.

[04] Make sure you al ways have the | atest version of the software you' re using
as new bugs appear very often and prograns are regul arly updated. Check
often to see if there are bugs and/or other problens found in software
that may potentially expose your systemto risk - and patch/update your
systen(s) accordingly. Sone software have an option to check for the
| at est version of the software fromthe vendor web site; make use of it.

[05] Take several mnutes and regularly check the processes on your nmachi ne
with the software | reviewed above. You'll be surprised what you may
detect sonetines.

[06] It's vital to understand the risk of getting software from sonmeone you
just net, or had only several I1CQ |RC conversations wth.

[07] Consider freeware prograns as very risky software to downl oad, and try
searching for sone reviews of the programbefore running it.

[08] Carefully read the help files comng with your detection software to be
able to use themto their full capacity.

[09] Downl oad software ONLY fromits official page(s) or dedicated mrror web
site. Never get the latest version of M RC or 1CQ fromsone site you' ve
never heard about |ike fromsone free web space provider |ike Geocities.
Consider it as an untrusted site and do NOT downl oad anything fromthere.

[10] If you are playing with trojans you can also get infected as there are
trojans or other software that are already infected and is waiting for
sonmeone with not so much know edge on the topic to downl oad and use it.

[11] Don't be so naive on everything you see on the Internet or what various
sites offer you - don't downl oad sone software you' ve never heard about.

19. Li nks Section

This section will be very useful for everyone interested in reading various
papers about trojans witten by other people, anti-trojan software reviews
sites, trojans archives, trojan protection portals and many other sites



related to the topic. If you want nme to add your link in the next update nail
me and if the site is somehow related to the topic, | will definately include
it inthe list.

Pl ease don't forget that you can find these and many ot her security rel ated
links at our extensive web links directory at Frane4 Security Systens; check
it out at: http://ww. franed. conl php/ nodul es. php?name=Web_Li nks

-- Trojan Portals and Archives --

URL : http://ww.tlsecurity. net
DESC : Excellent, well-known security portal providing many trojan resources
and i nformation regarding the topic

URL : http://ww. euyulio.org
DESC : Security portal, huge trojans archive and other unique features

URL : http://ww. nmegasecurity. org/
DESC : Megasecurity portal having huge trojans archive and well sorted library
on the subject

URL : http://ww.trojan.ch
DESC : Trojans portal, news, archive, unique prograns

URL : http://ww.trojanforge. net/
DESC : Trojans portal, trojans archive, docunents, www board

URL : http://packetstornsecurity.org/trojans
DESC : Packetstorm s trojans section

URL : http://ww. pcflank. com
DESC : Security portal providing various functions as browser tests, renote
troj an scanning

URL : http://ww. staff.uiuc.edu/ ~ehowes/trojans/tr-tests. htm
DESC : Site showing results of actual (functional conparison) tests perforned
with various trojan detection prograns

-- Trojan Database Libraries --

URL : http://ww.sinovits.conltrojans/trojans. htm
DESC : Huge, detailed and well sorted list of trojans and their functions

URL : http://ww.tlsecurity.net/tlfaqg.htm
DESC : Conprehensive list and anal ysis of probably all the public trojans

URL : http://ww. bl ackcode. com troj ans/
DESC : Trojans/worns |ibrary database provi ded by Bl ackCode

-- Anti Trojan Sites --

URL : http://ww. hackfix. org/
DESC : Site with resources related to trojan protection and hel pi ng newbi es

URL : http://ww. nohack. net/
DESC : The nohack project hel ps newbies clean their PCs and protect thensel ves

URL : http://ww. virushel p.info
DESC : I RC channel related to virus and trojans protection

URL : http://ww. anti-trojan.org
DESC : Anti-trojan help site

-- Detection Software Reviews --



URL : http://ww. wilders.org/anti_trojans. htm
DESC : Site providing reviews of anti-trojan software

URL : http://ww.rokopsecurity. de/
DESC : Gernman site providing reviews of various anti-virus and anti-trojan
software, and many other information (site |anguage is Gernan)

URL : http://ww. fruitloop.net/virushel p/index. htm
DESC : Site providing reviews of detection software

URL : http://ww.firewallguide.confanti-trojan.htm
DESC : Site providing various security related services and reviews

-- Papers Regardi ng Wndows Trojans --

URL : http://ww.jmnmu. edu/ conputing/info-security/engineering/issues/renote.shtm
DESC : Interesting paper about w ndows trojans
URL : http://menbers. ozemail.com au/ ~net saf e/troj an_i ndex. htm

DESC : Detail ed informati on about w ndows trojans

URL : http://researchweb. wat son.ibm conifanti virus/ Sci Papers/Wall ey/i nwwB99. ht m
DESC : W ndows trojans

URL : http://researchweb. wat son.i bm com anti virus/ Sci Paper s/ Snoke/ snoke. ht m
DESC : Anot her nust read paper

URL : http://ww.frane4.com content/files/the _gentle_art_of trojan_horsi ng_under_w ndows. t xt
DESC : W ndows trojans

URL : http://ww.franme4d.confcontent/files/trojdetecte.txt
DESC : Snakebyte's tips about trojan detection

URL : http://ww.frane4. conicontent/fil es/what trojan. pdf
DESC : Paper about w ndows trojans

URL : http://ww. frane4d. conm content/fil es/ Trojan_reversing.txt
DESC : Interesting reading

-- Online Scanners --

URL : http://ww. hackerwhacker. conl
DESC : A nust visit vulnerability checker with unique features

URL : http://ww. scanner x.com
DESC : Vulnerability assessment scanner

URL : http://scan.sygatetech. conl
DESC : Security scanner

-- Browser and E-mail Software --

URL : http://ww. nwnetworks. conmliesc. htm
DESC : Internet Explorer security centre

URL : http://ww. guninski.com
DESC : Browser and active content researcher a nmust visit

URL : http://ww. sophos. com virusi nf o/ whitepapers/activecontent. htmi
DESC : Wi tepaper about active content security

-- Msc --



URL : http://directory. google.com Top/ Conput ers/ Security/Anti _Virus/Trojans/
DESC : Google's trojans directory

URL : http://support. mcrosoft.conlf support/kb/articles/g262/6/31. asp?LN=EN- US&SD=gn&FR=0
DESC : Risky file extensions

URL : http://ww.franed.confcontent/files/razor.w ntrinoo.txt
DESC : Review of the WnTrinoo trojan

URL : http://ww. megasecurity.org/Info/m RC. txt
DESC : Very detail ed paper on m RC backdoors

20. Final Wrds

I really hope you' ve realised how big security problem Wndows Trojan Horses
are, and you've becone a little paranoid about your security. If you' ve ever
found yourself infected, | also hope that while reading the paper, you have
under st ood how you may have gotten infected the last tine and |' msure you
won't nake the same nistake again. The paper will be regularly updated with
the latest info regarding the topic, as new variations of trojans and ways
of infection appear very often. If you think I've m ssed sonething, please
do not hesitate to contact me and contribute to it. Your feedback, ideas,
comments, suggestions and everything related to the paper and the topic wll
be gratefully appreciated. | can be contacted at dancho. danchev@rane4. com

Part of the Franed4 Security Systens Publications Archive, this paper can be
| ocated at http://ww. frame4. coml publications/index.php. Please visit the
archive to get the |atest updates to this paper and nmany ot her security

rel ated documents.

This paper is a Franed4 Security Systenms publication, all rights reserved. You
may (re-)distribute the text as long as the content is not changed in any way
and with this header text intact. If you want to serve this paper on your web
site/ FTP/ Newsgroup/etc., | encourage you to do so but please do not change it
in any way w thout the prior permssion of the author.

| MPORTANT -- THI S DOCUMENT |'S FOR | NFORVATI ONAL PURPGOSES ONLY. To the naxi mum
extent pernmitted by applicable law, in no event shall Frame4 Security Systens
be liable for any damages whatsoever, (including, without limtation, damages
for |1 oss of any business profits, business interruption, |oss of any business
informati on, or other pecuniary loss) arising out of the use, or inability to
use any software, and/or procedures outlined in this docunment, even if Frane4
Security Systenms has been advised of the possibility of such damage(s). There
are NOwarranties with regard to this information, but the paper may hel p you
i mprove your Wndows security a |ot.

This paper is the property of Frame4 Security Systens, all rights reserved
Copyright (c) 1999-2002 Franme4 Security Systenms -- http://ww.frame4. com
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